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Abstract

The useof cryptographigorotocolsthatenforcea vari-

ety of securitypropertieshasbecomemore and more
importantin every day’s InternettransactionsThetask
of designingsuchprotocolsis tediousanderror prone:
mary protocolsthat were believed to be correct for

yearshave beenshawn to containsubtleerrors. More-

over, it is difficult to designprotocolsthat are adapt-
ableto differentconstrainton their executionerviron-

mentsuchas CPU power and bandwith. Securitypro-

tocols can be built from simple communicationprim-

itives provided by standardprotocols,and from cryp-

tographicprimitives. The rules of the protocol, can
be derived from a high-level specificationof what the

protocolis designedo achiese, and underwhat hard-
ware and software constraintsit will be used. It has
beenshavn that most of thesespecificationsare best
capturedrom aknowledgeandbelief-basediewpoint.

In this work, we proposea techniqueallowing the au-

tomatic synthesisof security protocolsthat satisfy by

constructiontheirlogical specification Suchspecifica-
tions canbeexpressedisinghigh-level communication
primitives. Primitiveshave securityand cryptographic
attributesthatinclude confidentiality integrity, authen-
tication, and nonrepudiationand can be implemented
usingpublicandsecretcryptography

Intr oduction

The evolution of the Internetthroughthelastthreedecades
is anindicationof its future evolution into aninfrastructure
for servicedelivery. This evolution requiresbuilding anen-
tirely new classof protocols,networks, andinfrastructures
thatwill searchaccessprovide, andassembleservices.In
this highly dynamicervironment,and with the increasing
numberof Web-enabledlevices that operateunder differ-
enternvironmentsandwith differentcomputationandcom-
municationcapabilitiest will be hardto provide standards
for mary of the possibleapplications.We expectthat pro-
gramsynthesidoolswill play animportantrole in building
bridgesbetweenapplicationsand services,and generating
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serviceson thefly by assemblingadapting,andsynthesiz-
ing basic components. Moreover, the synthesisapproach
provides greaterconfidencein the correctnes®f the gen-
eratedapplicationswvhich would otherwisehave to be care-
fully designedtested,and verified, which is a tediousand
errorpronetask.

Cryptographicprotocolsare an importantcomponentn
this new architectureandare designedo provide a secure
communicatiorcapabilityoveraninsecurenetwork in order
to protectbusinesgransactionsindividual privacy, andna-
tional critical resourcesCryptographiccommunicatiorpro-
tocolsarethe basisof securityin mary distributedsystems,
andit is thereforeessentialto ensurethat theseprotocols
functioncorrectlyanddo not exhibit vulnerabilitiesthatcan
be maliciously exploited. In every day’s Internettransac-
tions, securecommunicationachieving authenticationfair
exchange,nonrepudiationand contractsigning, protocols
must be carefully designed testedand verified. However,
for new application,thetaskof designingsuchprotocolsis
tediousand error prone. Protocolsmay operateunderdif-
ferentCPUandbandwidthconstraintsMoreover, protocols
mustbe adaptabléo changesn securitypoliciessuchasthe
lengthof encryptionkeys or alimit on thelifetime of acer
tificate. It is thereforedifficult to designsuchprotocolsto be
adaptabléo thesedifferentconstraints.

Securityprotocolscanbe built from simplecommunica-
tion primitivesprovided by standarccommunicatiorproto-
cols, and from cryptographicprimitives. The rules of the
protocol, that is, messagecontent,can be derived from a
high-level specificationof whatthe protocolis designedo
achieve. We believe that whensucha higherlevel specifi-
cationis expressedn alogical formalismto which onecan
associatea reasoningramenork, it is possibleto automat-
ically synthesizesecurityprotocolsfrom that specification.
Figurel shows a descriptionof the synthesianethodology
First, we definethe protocolby a setof goalsit is designed
to achieve. A setof constrainton the ervironmentcanalso
beprovided. Suchconstraintsnaybe usedto selectthebest
protocolthatsatisfieghe constraint@amonga setof possible
protocolsthat satisfythe samegoal. Oncea high-level de-
scriptionof theprotocolis givenandasetof protocolrulesis
generatedpnecancompileit into anexecutableorm, using
standarccommunicatiorprimitivesandstandardcencryption
mechanisms.



The constrainton the executionervironmentof the pro-
tocal might be usedto generatea protocolthat satisfiesits
functional specificationbut alsotakesadwantageof the en-
vironments. For instancejf the device thatrunsthe proto-
col hasaccesdo a powerful-enoughCPU, but limited band-
width, onecangenerate protocolthatusesshortmessages
for communicationput heavily usesencryptionthatcanbe
handledby the CPU power.

Logical specification
of the protocol goals

Environment
Constraints Process

Synthesis

Protocol

Rules

Cryptographic primitives Code Generation
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Protocol
Code

Figurel: ProtocolSynthesis

In this work, we proposea synthesismethodologythat
allows the automaticderivation of cryptographicprotocols
from ahigherlevel specificatiorexpressedn alogicalform.
Our synthesismethodologyis basedon derivationrulesand
consistof threemainingredients:

¢ A logic that describesassumption®n the ervironment,
the initial configurationof the protocol, and the set of
goals,that is, the logical specificationof what the pro-
tocolis designedo achieve

¢ A proofsystemassociatedo thelogic in orderto decom-
posethe setof goalsinto elementarygoalsthat mustbe
satisfiedby the designedrotocol

o A realizationfunctionthat mapsan elementarygoalinto
protocolactions.Thatis, a functionthatmapsthelogical
reasoningstepsinto protocolactions

e A setof constraintson the executionenvironmentof the
protocol

Middlewar e Ar chitecture for Protocol
Synthesis

Our synthesismethodologyis part of a middleware archi-
tecturethat facilitatesthe interoperability of web-enabled
devices. The architecture(Denker & Sadi 2001) shovn
in Figure 2, enablesdifferent devices to use the middle-
ware capabilitiesand interfacesto requestcustomizedser
vicesthatwill becomepartof theirapplications Devicesare
hardwareandsoftwarecomponentshathave aninterfaceto
the middleware. The embeddedystemamay interactusing
the middlewvareto communicateand exchangeinformation

abouttheir interfaces constraintsandpoliciesunderwhich
they areallowedto operate.Suchinformationis expressed
andexchangedn a commonrepresentatiowlefinedas part
of aninterfaceontologyfor securityservicesandprotocols.
The result of the interactionis code generatedor the de-
sired security services. The code generationis facilitated
by a deductve systemthat implementsa translationfrom
high-level securityservicedescriptionsand systemrestric-
tionsinto logical propertiesa proof systemto reasorabout
thosepropertiesandarealizationandsynthesisnodulethat
generatesodefor thegivengoalsandconstraintsThe syn-
thesismodulehasthe powerto computethe necessargecu-
rity protocolsandwill distribute the resultsto the devices,
wherethe codeis integratedinto the applicationlayer.

Protocol's goals
Security Policy
Functional constraints

Protocol’s goals
Security Policy
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Code Generation

Figure2: MiddlewareArchitecturefor ProtocolSynthesis

Logic for Cryptographic Protocolsand
SynthesisApproaches

Partiesinvolved in a protocol are consideredas principals
thathave the ability to actwhencertainconstraintsare sat-
isfied. Suchconstraintsisuallyrepresenthe stateof knowl-
edgeof the principals. In suchan applicationthereis a
strong link betweenknowledge and action. It has been
shavn (Halpern& Zuck 1992; Fagin et al. 1995) that a
knowledge-basegiewpoint givesa unifying framework for
understandingyerifying, anddesigningprotocols.

Logic of knowledgeis the right level of abstractionfor
reasoningboutsecurityprotocols.In securityprotocols de-
tails aboutthe datatransferprotocol detailsare often omit-
ted, andthe focusis only on the cryptographicpartthatis
best capturedby the notion of knowledge. For instance,
to deducethe correctnes®sf anauthenticatiorprotocol,one
would needto prove thatboth partiesarewho they saythey
are.In a particularlogic systemthis couldbe X believesY
believesX andY believesX believesY, whichis theformal
way of sayingthatX andY trusteachother

The use of logical analysisin protocol designis not
widely implementedn the securityprotocolsector Thisis
mainly dueto thelackof toolsto implementsuchalogic sys-
tem easilyandalsoto the lack of trustin thesewell-known
logic systemsThislackof trustmayhave abasissinceflaws
in logic systemshave beenuncovered. In addition,no one
logic systemhasbeenprovento bebothsoundandcomplete.
Logicslike BAN (Burrows, Abadi, & Needhaml990)and
GNY (Gong,Needham& Yahalom1990)have themostex-
posureassecuritylogic systemsandarethe subjectof much



researchSyversonandvanOorschotlsoproposedformal
frameawork to unify severaldifferentcryptographigrotocol
logics(Syverson& vanOorschotl994),andAbadiandTut-
tle proposeda similarlogic system(Abadi & Tuttle 1991b).
However, mostof the work on logics for securityprotocols
is dedicatedo authenticatiorproperties.

The two maintechniquedor the automaticderivation of
protocols, are the model-basedand the proof-basedtech-
nigues. Recently a model-basedechniquefor the auto-
matic generationof authenticatiorprotocolshasbeenpro-
posedby Perrigand Song(Perrig& Song2000b;2000a).
Theirtechniques implementedasa procedurghattakesas
input a specificationof the securitypropertiesthatthe pro-
tocol mustsatisfy anda systemrequirementhatincludesa
metric correspondingo the costor overheadof the proto-
col. The metricimposesa limit on messagesize. During
theprotocolgenerationall possibleprotocolsup to a maxi-
mum costthresholdaregenerated A model-checkr (Song
1999)is usedasa protocolscreeneto verify the generated
protocolsin orderto eliminatethosethat do not meetthe
securityspecification.The logic thatexpresseshe security
propertieof the protocolsis weakin thesensehatdifferent
protocolscanbe generatedrom the samesetof properties,
shaving that the logic doesnot captureall the differences
thatexist betweerthegenerategbrotocolsalthoughthey sat-
isfy thesamesetof goals.

Different proof-basedsynthesistechniqueshave been
proposedrecently (Buttyan, Staamanng& Wilhelm 1998;
Monniaux 1999; Clark & Jacob2000). In (Buttyan, Staa-
mann,& Wilhelm 1998)it wasproposedo extenda BAN-
like logic with a syntheticrulesthat whenreversedcanbe
usedin a systematiavay to designprotocols.The synthetic
rulesintroduceanabstrachotionof channelsanddefinethe
setof readersandwritersfor achannel.

We believe that a logic-basedsynthesismethodologyis
more suitablefor security protocols. The usefulnessof a
complete,correctlogic systemis quite substantial. The
availability of a logic suitablefor reasoningabout secu-
rity protocolsgreatlysimplifiesthe protocoldesignerstask.
Anotheruseful side effect from usinglogic systemss that
oneis requiredto explicitly formalizethe assumption®ne
malkes, and this forcesthe use of a more stringentdesign
methodology Using a stringentmethodologycanonly in-
creaseconfidencen theresultantprotocol.

Our logical framawork is a generalframewvork whereau-
thentication,confidentiality fair exchange nhonrepudiation,
contractsigning, and securegroup communicatiorproper
tiescanbeexpressedOurframenvork capturegpropositional
attitudesasknowledge belief, trust,anddifferentnotionsof
evidence.We usethe BAN logic asabasisfor thedefinition
of ourlogic.

Figure 3 shaws the formulasof the BAN logic andtheir
informal meaning. The semanticof the belief modality is
similar to the oneof knowledgeandis expressedy the ax-
iom: P|= X = F X. We usethe following belief
production:

Formula | Meaning

PEX P believesX

PsX P seesX

P~ X P oncesaid X

P X P hasjurisdictionover X

#(X) X isfresh
K is asymmetrickey for P and(@
P and(@ sharesecretX

=0 +K is thepublickey of Q

{X}k X encryptedvith K

{X}k-1 | X encryptedwith the privatekey k=1
correspondingo thepublickey K

(X)y X combinedwith Y

(X,Y) pairof X andY

Figure3: BAN logic formulas

Belief production rules
R4
PE§X) PEQKrX
PEQEX

R5
PEQ= X PEQREX
P=X

In our approachye alsousecryptographicchannelghat
achieve somesecuritygoal. We definea more generaland
expressve notion of channelghathave the following prop-
erties: integrity, confidentiality authentication,and non-
repudiation Principalsmayusea combinatiorof suchchan-
nels,and may sendchannelsto eachotherin the spirit of
the SPI calculus (Abadi & Gordon 1999) through meta-
channels.

Secure Communication Channels

Cryptographyhasfour major goalsthatcanbe combinecto
provide mostothersecuritygoals(Menezesyan Oorschot,
& Vanstonel996):

o Confidentiality alsocalledprivacy or secreg, is the old-
estandmoststudiedgoal of cryptography It assureshat
datacanbereadonly by authorizedoersons.Many solu-
tionsusingsymmetric-ley or public-key encryptionhave
beenproposedn literature.

e Data integrity preventsan unauthorizedpersonfrom al-
teringa messageMDCs (manipulationdetectioncodes)
basedon cryptographichashfunctionsaregenerallyused
to provide sucha service.

¢ Authenticationhasbeenstudiedextensvely in the litera-
ture,andmary discussionbiave arisenconcerningts def-
inition. Herewe will considertwo notionsof authentica-
tion: messagandentity. Messae authenticationor data
origin authenticationprovidesthe identity of the author
of a messagdo a given recipient. Messageauthentica-
tion canbeimplementedisingsecue ervelopesor MACs



(messageuthenticationcodes)basedon keyed crypto-
graphichashfunctions.Entity authenticatiorprovidesan
identificationof anentity in acommunicationAn impor-
tant differencebetweenthesetwo notionsof authentica-
tion is thatmessagauthentications notlimited to a cer
tain time period,while entity authentications limited to
the durationof the communication Entity authentication
needgshe executionof a protocol. Sucha protocolcould,
for instance consistin sendingsomefreshinformation,
while assuringnessageauthentication.

¢ Nonrepudiationis the propertythat binds an entity to a
messageA completenonrepudiatiorservicemustensure
both nonrepudiationof origin and nonrepudiationof re-
ceipt(Zhou1996).Nonrepudiatiorof origin providesev-
idenceto the recipientof a messagaboutthe identity of
the authorwho wrote the messageUntil today the only
way of providing suchevidencehasbeenthroughusing
digital signatures.The differenceis that nonrepudiation
provides evidencethat can be shavn to an adjudicator
abouttheidentity of theauthor while authenticatioronly
assureghat the recipientis corvinced of the identity of
theauthor Nonrepudiatiorof receiptprovidesanorigina-
tor of amessagevith evidencethattherecipientreceved
a previously sentmessage.A completenonrepudiation
servicecannotbeimplementeddy a singlecryptographic
primitive. It needsa non-repudiatiorprotocolto be run
betweertwo entities.

Communicationchannelsare logical connectionsbe-
tweenprincipals. On additionto delivering messageshey
can provide other cryptographicservices. We definefour
channelghatprovide confidentiality dataintegrity, message
authenticationandnonrepudiatiorof origin.

Definition 1 (integrity channel) An A-integrity channel
assuesthatif entity A sendsa messge on the network,ev-
eryonewill receivea nonalteedmessge.

Definition 2 (authentic channel) AnAB-authentichannel
provides messge authenticationbetweenthe two entities
A and B: when&er a messge arrives on an AB-authentic
channelB, canbesure thatthemessge wassentby A. Note
that the messge doesnot needto be freshand that B can
notcorvinceanyoneelsethatA is theauthorof themessge.

Moreover, authenticatiordoesnotrequire themessgeto be
secet.

Definition 3 (nonrepudiablechannel) A non-repudiable
channelprovides nonrepudiationof origin. Whena mes-
sage arrives on an A-nonrepudiablechannel, everyoneis
corvincedthatA is theauthorof themessge.

Definition 4 (confidential channel) A B-confidentiathan-
nel providesthe servicethat only theauthorandB canread
the contentof messge m.

Thesechannelsanbe usedasbuilding blocksto design
morecomplex servicesChannelganbeimplementedising
avariety of cryptographigrimitives. For instancea confi-
dentialchannelestablishedetweend and B canbeimple-
mentedeither by usingthe public key of B, or by usinga
sharedsecretkey betweend andB. It couldevenbeimple-
mentedusinga physicallysecurechannel.Sucha choiceof

implementatiormay dependon the availability of a public
key infrastructure,or adequatesoftware and hardware for
generatingsharedkeys. However, all of thesepossibilities
guarantegherequirement®f a B-confidentialchannel.

We canestablista hierarchybetweerthesechannetypes.
A nonrepudiablechanneloffers a strongerservicethan an
authenticchannel:asanA-nonrepudiablehannetorvinces
everyonethat A is the authorof the messageit alsocon-
vincesB in particular In the sameway, anA-integrity chan-
nel canbeimplementedy the strongerAB-authenticchan-
nelor anA-nonrepudiablehannelaschanginghemessage
m would changethe author A consequencef this hierar
chy is that whenever we needa channeloffering integrity
serviceswe canimplementit by anauthentioor anonrepu-
diablechannel.

In practice,more complex servicesthanthoseprovided
by the above-definedchannelsare needed. Thereforeit is
importantto have the possibilityto combinethe servicesof
the four basicchannels.To do so, we definea messagen
thatcanbesentonachannebseitherdataor achannein the
spirit of the SPI calculus(Abadi & Gordon1999)through
meta-channelsConsiderthe following example,where A
wantsto senda messagen to B thathasfirst beendigitally
signedby A andthenbeenencryptedor B:

sendp_.(A, senda_p-(4,m,))

This exampleshavstheexpressive powerof ourmodel.B is
the only oneexceptthe sendemwho cangetthe information
senton the confidentialchannel. Receving a nonrepudia-
ble channemeanghatB hasall the knowledgeto build this
channel.B canthusdecideto sendthis informationto ev-
eryoneelse—ancdorvince everyoneelsethatA is the orig-
inator of messagen—or decideto keepthis information
secret. By the samemechanismwe canimplementnested
encryptionand other more complex cryptographicmecha-
nisms,while stayingata high level.

Computational Model

Our computationamodelis basedon executiontracessim-
ilar to the one proposedy Abadi andTuttle (Abadi & Tut-
tle 1991a)for the BAN logic. We also use Paulsons ap-
proach(Paulson1998; Millen & Ruess2000)to modelthe
behavior of principals,whereprotocolsareinductively de-
fined as setsof traces. A traceis a list of communication
events.We considemrotocolsthatareinteractionsbetween
a setof principalsusing communicationchannels. A run
of the protocolis a sequencer of states.Eachstatecorre-
spondgo theexecutionof acommunicatiorstepvia aspeci-
fied channel We assumehatall principalscanreadall mes-
sages.Let () denotethe global statespaceof the system.
In a systemstateq € @, we denoteby trace(q) the setof
messagethathave beenexchangedso far andby trace(q)
the messageontentshatoccurin trace(q). Givena setof
fields .S, the following setsare used: Parts(S), Analz(S5),
and Synth(S). Parts(S) is the setof fields and subfields
thatoccurin S. Analz(S) is the setof fieldsthatcanbe ex-
tractedfrom elementof S without breakingthe cryptosys-
tem. Synth(S) is the setof fields that canbe constructed



from elementf S by concatenatiormnd encryption. For-
mal definitionscanbefoundin (Paulson1998)or (Millen &
Rues=22000). In a stateg, the setof fieldsthatG canaccess
is then
Know(G,q) = Analz(I(G) U trace(q)).
This is the set of fields that G can obtain from its initial
knowledgel(G) andthe messageseensofar. In the BAN
logic, the semanticsof the belief modality is definedas
knowledge.Thereforewe usethetracemodelandthe pred-
icatesParts(S), Analz(S), and Synth(S) to provide a se-
manticsfor BAN logic. Thus,our modelallows usto char
acterizethe statewherea certainformulais valid asa state
in a particularsequencef eventsthat correspondgo the
messageshbsened sofar. This allows usto construct,for
a setof goalsexpressedn the BAN logic, atraceof events
that startsfrom the statethat satisfiesthe initial configura-
tion of the protocol, andleadsto the statewhereall goals
aresatisfied.Thus,in ary stateq, thebelief of anagentA is
characterize@dsthe setKnow(A4, q)
gEAES iff B e Know(4,q)

Communicationevent A— (M ),0qe —B expresseshe
factthatA sendsamessagé/ to B with theattributemode
that can be confidential,nonrepudiableand authenticated,
and presere the integrity of messagesThe attributescan
be consideredslogical channeldetweend and B. Chan-
nels can be implementedusing a variety of cryptographic
primitives. For instance a confidentialchannelestablished
betweenA and B canbe implementedeitherby usingthe
public keys of A and B, or by using a sharedsecretkey
betweenA and B. Suchchoiceof implementatiormay be
decideddependingntheavailability of a public key infras-
tructure,or adequatesoftware and hardwarefor generating
sharedkeys.

In its simpleform, a message\/ canconsistof data. It
canalsoconsistof a belief formula. Thus, it is possibleto
expresshow A cantransferknowledgeto B.

Example

As an example of the feasibility of our approach,we

shav how the well-known Needham-Schroedauthentica-
tion protocolcanbegeneratedrom its logical specification,
expressedn the BAN logic (Burrows, Abadi, & Needham
1990). Following is a completederivation of the Needham-
Schroederprotocol using BAN logic, in which initial and

final statesare,respectiely

Initial State:
SE [29;;
SE (=}
AE S BB
AlE $(Na)

BE Sk (=Y}
Bl= $(Ny)

Goals:

A= [29;}
AN BE (=Y}
N AEBEA Ny B
A BEAEAN, B
thatcanbe used. The derivation processonsistsn usinga
setof rulesthatcancorrespondo proportionalogic rules,or
BAN logic rules. Thederivationprocesgerminatesvhenall
thegoalsarerealized.Fromthederivationprocessthecom-
municationsareextractedandorderedn time. Theresulting
orderedcommunicatiormessagearethe derived protocol.
For synthesigpurposesye augmenthe BAN logic rules
with additionalproductionrulesthat allows the generation
of protocolrules. The derivation procesds presentedn a
deductve proof stylewherea combinationof the BAN logic
proof rules, propositionalproof rules, and additionalrules
areused. A particularrule is added.This is the realization
rule thatallows usto build protocolrulesfrom thebeliefsof
the principals. Also, a precedenceule is addedto express
chronologicalorderbetweenBAN formulas. For instance,
onecanassumehat the formula B|= A N, B becomes
valid before formula A|= B|= A B. A similar no-
tion is usedin the strandspacesnodel(Thayer Herzog,&
Guttman1998). Thus,we usethefollowing
precedence rule

BEAN, B B— (BEAN,B); »A
AEBE A Ny B

that expresseghe factthat A believesthat B believesthat
B and A sharea secret, B must first believe that it in-
deedsharesthe secretwith A, andthenit communicates
this factto A in a secureway expressedoy B — (B|=
A &) B), — A thatpreseresthe sharedsecret. This
usually indicatesthat B acknavledgesan earlier message
containingthesharedsecretandsentby A.

J
Goal: 1
A= [29:
A BE A

A A=EBEAN, B
AN BEAEA N, B
Rule? (Split)
Y

Goal: 1.1
AE [29:;

Rule? (applyR5)
4

Goal: 1.1
(3Q : Principal) : AE QR [29;

A AeQE HB



Rule? (instQ with S) 4

3
Goal: 1.3.1
Goal: 1.1 BE=A Ny B
A= S BB _
A AESE +Bp EUIG? (realize)
Rule? (split)
3 Goal: 1.3.1
BlE ﬁNb ANB — (Nb)s — A
Goal: 1.1.1 V AEINyAA > (Np)s —» B

_ +B
AESE =B Rule? (assert)

Rule? (assert)

Goal: 1.3.1
Goal: 1.1.2 BIE Ny AB = (Np)s — 4
_ o B
AESE 5B Rule? (split)
Rule? (assert)
Asserting Goal: 1.3.1.1
AE Sl B implies A= SE (29} BEE§Ny
Y Rule? (assert)
4
Goal: 1.2
(3Q : Principal) : BE Q> A Goal: 1.3.1.2
A BEQE B4 B = (Np)s = A
Rule? (inst@ with 5) Rule? (realize)
v U
Goal:1.2 Goal: 1.3.1.2
BE Sl :’A (3K :Key) : BE a4 v BEAK B
A BESE= B4 A B— ({Ny}k)— A
Rule? (split) Rule? (inst K with A)
4
Goal: 1.2.1A Goal: 1.3.1.2
BE Sk 4 BE %A Vv BEAARB

A B—)({Nb}A)—)A

Rule? (assert) Rule? (assert)

J
Go_ali EZJrZA Goal: 1.3.1.2
BESE —A B — ({Ny}a) = A
Rule? (assert) Rule? (realize)
Asserting U
Bls S A implies BE SE A Production
4
Produceule B — A: {Ny,B}a
Goal: 1.3
AEBEA N, B Goal: 1.3.2

B — (BE A Ny B)s - A
Rule? (apply precedenceule)



Rule? (acknavledge)

Y

Production
Produceule A — B : {N;, A}B

Goal: 1.4
BE AE A Ny, B

Rule? (apply precedenceule)

Goal: 1.4.1
A= A &) B

Rule? (realize)

Goal: 1.4.1
BIEN, A B — (N,)s - A
VAEHiN, ANA— (N,)s - B
Rule? (assert)

U

Goal: 1.4.1
A=tN, ANA — (N,)s - B

Rule? (split)
4

Goal: 1.4.1.1
A= N,

Rule? (assert)

U

Goal: 1.4.1.2
A— (Ny)s > B

Rule? (realize)

U
(3K :Key) : Al 129
AN A
Rule? (inst K with B)
U
Goal: 1.4.1.2

AEY¥B v A=A BB

AN A—- ({N,}B)— B
Rule? (assert)

Goal: 1.4.1.2
A— ({Ny,}g) = B

Rule? (realize)

= B VvV AEA
—>< Na}K)—>B

4

Production
Produceule A — B : {N,,A}B

Goal: 1.4.2
A—)(A|EA&}B)S — B

Rule? (acknavledge)

U

Production
Producaule B — A : {N,,B}a

Final Goal:
Theinitial goalcanberealizedby thefollowing protocol:
A— B: {Na;A}B
B— A: {Ny,B}a
A— B: {Nb,A}B
B— A: {N,,B}a
Rule? (extractprotocol)

Solution

A— B: {N,,A}B
B — A: {Ny,Ny,B}a
A— B: {Nb,A}B

The rule split is a propositionalrule. Therule assertal-
lows assertiorof aformulathatis, eitheraninitial condition
of the protocolor an already-realizedormula. Finally, the
extraction rule collectsthe generatedorotocol actions,or-
dersthem,andproduceghe protocol.

Implementation

We have implementedh simple procedurdor the automatic
generationof security protocolsas an interactve theorem
prover. Fromthe conjunctionof the protocolgoals,the user
can invoke a set of commandsallowing the derivation of

a protocol that satisfiesthe set of goals. The prototypeis

implementedn the ocamllanguaggOcaml2000). A new

implementationbuilt on the PVS theoremprover is under
way. The useof PVS allows usto useits typecheckr and
its powerful specificatiolanguage PVS (Owreetal. 1999)
alsoimplementsdifferent usefulinstantiationand proposi-
tional simplificationrules. A setof new rulesis addedto

the prover andallows usto derive from the proof the setof

protocolrules.

Discussion

We have sketcheda methodfor automaticallygeneratingse-
curity protocolsfrom their logical specification We usethe
well-known BAN logic (Burrows,Abadi,& Needhan1990)
to describeprotocolgoals,andwe extendthelogic with pro-
tocol derivationrulesthatallow the derivation of messages
from logical statements.The correctnes®f the derivation



rulesis justified usinga tracemodelthat allows usto char

acterizethestatewhereacertainformulais valid asa statein

aparticularsequencef eventsthatcorrespondso the mes-
sagesobsened so far. Our methodis correct. Thatis, all

rulesarecorrectandary protocolgeneratedvill satisfyits

security properties. However, we do not addresghe issue
of completenesslt will beinterestingto take advantageof

the decidability of modallogics suchasthe BAN logic to

provide completemethoddor the generatiorof protocols.

Acknowledgement

I'm grateful for useful criticisms and suggestionamade
by the anorymousrefereesand by my colleaguesBruno
Dutertre, Bob RiemenschneiderVictoria Stasridou, and
TomasUribe.

References
Abadi, M., andGordon,A. D. 1999.A calculusfor crypto-
graphicprotocols:Thespicalculus.Informationand Com-
putation148(1):1-70.
Abadi,andTuttle. 1991a.A semantic$or alogic authenti-
cation(extendedabstract).In PODC: 10thACM SIGACT-
SIGOPSSymposiunen Principlesof Distributed Comput-
ing.
Abadi,M., andTuttle,M. R. 1991b A semantic$or alogic
of authenticationIn Logrippo,L., ed.,Proceeding®f the
10thAnnualACM Symposiunon Principlesof Distributed
Computing 201-216. Montéal, Québec,Canada:ACM
Press.

Burrows, M.; Abadi, M.; andNeedhamR. 1990. A logic

of authenticationACM Transaction®n ComputeiSystems

8(1):18-36.

Buttyan, L.; StaamannS.; and Wilhelm, U. 1998. A

simple logic for authenticatiorprotocol design. In Pro-

ceeding®f the 11th IEEE ComputerSecurityFoundations
Workshop Rockport,MA, USA: IEEE ComputerSociety
Press.

Clark, J., and Jacob,J. 2000. Searchingfor a solution:
Engineeringradeofs andthe evolution of provably secure
protocols. In RSP:21th IEEE ComputerSocietySympo-
siumon Reseath in Securityand Privacy.

Denler, G., and Sddi, H. 2001. Middleware of security
servicedor embeddedystems.Technicalreport, System
DesignLaboratory SRl InternationalMenlo Park, CA.

Fagin,R.;HalpernJ.Y.; Moses,Y.; andVardi,M. Y. 1995.

ReasoningaboutKnowledg. Cambridge Massachusetts:

TheMIT Press.

Gong,L.; NeedhamR.; andYahalomR. 1990.Reasoning
aboutbeliefin cryptographigorotocols. In Proceedingof
thelEEE Symposiunon Reseath in Securityand Privacy,
234-248.0akland,CA: IEEE ComputerSociety Techni-
cal Committeeon SecurityandPrivacy.

Halpern,J. Y., andZuck, L. D. 1992. A little knowledge
goesa long way: Knowledge-basedierivationsand cor
rectnesgroofsfor a family of protocols. Journal of the
ACM 39(3):449-478.

MenezesA. J.; van Oorschot,P. C.; andVanstoneS. A.

1996. Handbookof applied cryptagraphy. CRC Press
serieson discretemathematicsandits applications.CRC
PressISBN 0-8493-8523-7.

Millen, and Ruess. 2000. Protocol-independergecreg.
In RSP:21th IEEE ComputerSocietySymposiunon Re-
seach in SecurityandPrivacy.

Monniaux, D. 1999. Decisionproceduredor the anal-
ysis of cryptographicprotocolsby logics of belief. In
12thComputerSecurityFoundationdiAbrkshop Mordano,
Italy: IEEE ComputerSociety

The Objectve Camllanguagehttp: //cam .inri a.
fr/.

Owre,S.;ShankarN.; RushbyJ.M.; andStringerCalvert,
D. W. J. 1999. PVSSystemGuide ComputerScience
Laboratory SRI InternationalMenlo Park, CA.

Paulson,L. C. 1998. The inductive approachto verify-
ing cryptographigrotocols.Journal of ComputerSecurity
6:85-128.

Perrig, A., and Song,D. 2000a. Looking for diamonds
in the desert— extending automaticprotocol generation
to three-partyauthenticatiorandkey agreemenprotocols.
In PCSFW Proceedingsof The 13th ComputerSecurity
Foundationshbrkshop IEEE ComputerSocietyPress.

Perrig,A., andSong,D. 2000h A first steptowardsthe
automaticgeneratiorof securityprotocols. In Symposium
on Networkand Distributed System$ecurity(NDSS00),
73-83.SanDiego, CA: InternetSociety

Song,D. 1999.Athena:A new efficientautomaticchecler
for securityprotocolanalysis.In PCSFW Proceedingof
Thel12thComputerSecurityFoundationshbrkshop IEEE
ComputerSocietyPress.

Sywerson,P, andvan Oorschot,P. C. 1994. On unify-
ing somecryptographigrotocollogics. In Proceedingof
thelEEE Symposiunon Reseath in Securityand Privacy,
14-28. Oakland,CA: IEEE ComputerSociety Technical
Committeeon SecurityandPrivagy.

Thayer J.;Herzog,J.;andGuttman J. 1998.Honestideals
on strandspaces.In Proceedingf the 11th IEEE Com-
puter SecurityFoundationsWorkshop(CSFW98), 66—78.
Washington Brussels Tokyo: IEEE.

Zhou,J. 1996. Non-repudiation Ph.D.DissertationUni-
versityof London.



